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In this paper we describe architecture for secure and reliable wireless communications in an Industrial setting The wireless network is designed for the timely collection of periodic data from various sensors distributed in an industrial plant. The architecture ensures timely delivery (latency control) and reliability for networks consisting of thousands of sensors. It is intended for both monitoring and closed loop control. The main critical to quality factors (CTQ) for such a network are determined to be reliability, security, battery life and cost. 
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Figure 1 Wireless Architecture for Industrial Monitoring and Control
The architecture comprises of a time synchronized heterogeneous mesh network of infrastructure nodes (iNodes) and non-routing sensor nodes. The mesh network utilizes a frequency hopping spread spectrum waveform for communications. The network is designed with reserved bandwidth for periodic, alarming, discovery and configuration types of data each requiring its own quality of service metrics.  Added redundancy is built in to the system through intelligent multicast and multi-path routing. The system is self-forming and self-healing.  Security is built firmly into the architecture with AES encryption and easy key deployment and management functionality. The system is currently being tested at industrial facilities. 
It is interesting to note that the CTQ factors in a architecture for fly-by-wireless are very similar to that of industrial wireless sensor network such as reliability, latency control, security and cost are important for Airline systems also.  The paper will also describe how the architecture can be adopted in an airplane for fly-by-wireless. 
