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Abstract: BioNet is a software architecture that integrates disparate wired and wireless networks and heterogeneous data producers into a single unified data system. Providing standards, such as the IEEE, can make the network communications interoperable, but it does not make the data generated by the devices automatically interoperable - for that, a system such as BioNet is required.  This paper overviews the status of the BioNet system and details planned extensions of the architecture to incorporate interplanetary communications along with reprogrammable software radios.
The BioNet command, control, and communications infrastructure is currently under development for support of NASA’s Exploration Mission.  The BioNet middleware provides for (1) asynchronous messaging between distributed applications and distributed data-generating endpoint sensors or systems; and (2) the necessary infrastructure to incorporate heterogeneous wired and wireless sensing and control devices into a unified data system with a standardized application interface.
There are two fundamental software architectural components.  The first component is the BioNet messaging service for command and control at the low-latency short-haul “ends” of the network.  Low-latency short-haul network components include mission control centers, ground stations, and orbiting communications relay satellites in a terrestrial regional network; and habitats and associated short-haul communications infrastructure such as surface-based relays and orbiting communication satellites on remote planetary surfaces.  The defining attributes of these network segments are low-latency and low bit-error rate (BER) communication links.  
The second component is the software required to transit messages across the long-haul, or interplanetary, communications link.  Long-haul space-based communications links are subject to large transmission latencies, potentially high bit-error rates, and asymmetric (different uplink and downlink) data rates on the communication channels (e.g., Earth-to-Moon and Earth-to-Mars links, see Figure 1).   To reliably transit data messages across interplanetary communication links, delay (or disruptive) tolerant networking (DTN) is employed.
DTN and BioNet together provide the capability to uplink any binary image to remote locations, which allows uplink of updated configuration files with automated application restart, uplink of updated application programs, and installation of updated or additional device drivers for new device data integration – all without affecting the executing BioNet middleware, the DTN communications software, or operation of loaded applications.  This capability provides for partial or full system upgrades (e.g., for a software radio) and leverages the remote reprogrammability of advanced systems, a fundamental concept of advanced space communication architectures.  The BioNet/DTN architecture provides for standard communications services to remote spacecraft and structures, and importantly, enables a common tool set for shared Mission Operations usage across the NASA agency and with international partners.
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Figure 1: Asynchronous messaging is used at the low-latency “ends” of the interplanetary network while delay-tolerant networking is used for high-latency, high BER long-haul links.     
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