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Abstract

SecuraNetTM  WIRELESS TECNOLOGY 
Intra-Aircraft Wireless Data Bus
For Essential and Critical Applications
SecuraNet™ is the brand name for an advanced wireless data communication bus used to reliably transfer data from any point in an aircraft to any other point without interfering with other aircraft systems. This paper introduces SecuraNet™ and provides an overview of its unique operation and applications.
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Background of Wireless Activities at Securaplane: 
From Wires to Wireless
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In 1996, a ValueJet DC-9 crashed into the Everglades in Florida. This event resulted in an FAA mandate that all airliner cargo bays must have ﬁre detection and suppression systems installed by March 19, 2001. A wired smoke detection and ﬁre suppression system at that time required some 700 man-hours to install, and hundreds of pounds of wiring.

Securaplane discovered the phenomenal merits of Spread Spectrum Technology as a part of an eight year search for a solution to eliminating wiring from its aircraft security products. When confronted with the FAA mandate, Securaplane applied what it had learned about wireless technology to the problem of intra-aircraft wireless data transmission. The result was a wireless Smoke Detection System (SDS). This was the ﬁrst “Essential” wireless point-to-point intra-aircraft transmission system certified on a commercial airliner (Nov 20, 1998). It is still the only Essential wireless certification to date.
In 2000, Securaplane was awarded the Technology Innovation Award  from Aviation Week & Space Technology.


Wireless Smoke Detection System (SDS)
First OEM Step Toward High Criticality Wireless Systems:         the B787 Wireless Emergency Lighting System (WELS)
The increasing drive toward lower life-cycle cost for commercial aviation operators has placed increasing emphasis on innovative solutions from OEMs to reduce weight and installation cost while increasing reliability and maintainability. Wireless technology can provide these benefits. Boeing has taken the first step at the OEM level by contracting with Securaplane for a Wireless Emergency Lighting System (WELS) on their 787 aircraft. This is recognized as the industry’s ﬁrst “essential” system to rely on wireless intra-cabin communication technology for a commercial aircraft manufacturer. As WELS development for the 787 proceeds, Securaplane engineers and several OEMs are advancing into the next innovative step of wireless intra-aircraft data transfer. With the goal of increased capacity and security for the next generation of aircraft, wireless data transfer is working its way into the aircraft standards. 
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SecuraNet™ Conceptual Diagram – WELS Example
SecuraNetTM – the Way it Works
Essential systems require high data accuracy and reliability. RF signals communicate line of sight and may be reflected numerous times inside the fuselage when traveling to receiver units. The path they follow and the materials they contact or pass through affect their energy level. Thus, received energy is susceptible to variations in strength and quality. SecuraNet technology provides built-in signal level monitoring and network control features. These features sense the quality of the signal and automatically change the mesh network to ensure that communication paths remain at a signal level to permit uninterrupted data communication between all wireless components. The number and location of the nodes allow transmission at very low energy levels such that the signals do not interfere with other aircraft systems. The WELS transmits at levels below 1 milliwatt. The mesh network provides multiple communication paths between network nodes to ensure that an “Essential” level of communication is maintained. SecuraNet is physically a mesh network of identical RF “nodes” that communicate in a collaborative manner to move data throughout the interior of the aircraft. Any node can be a master or a slave based on location, number, and strength of its neighbors. 
In addition to the self-healing path selection technology, the network also has embedded spread spectrum frequency hopping and data encryption technologies. SecuraNet uses these combined technologies to autonomously organize the itself into a robust mesh network that continually optimizes the nodal connections, ensuring that under all conditions multiple paths are available for end-to-end system data communication.
Future Securaplane Wireless Aviation Applications 

Wireless Aircraft -- There is a project underway leading to the development of a “Wireless Aircraft.”  The wireless aircraft will push the certification envelope to include critical flight control applications -- Fly by Wireless TM. A test aircraft is scheduled to be ready for flight by mid 2008. The initial implementation will have a dual control configuration – a proven mechanical system and a wireless control system. To date the FAA has certified fly-by-wire systems that eliminate torque tubes and cables. Going from mechanical linkages to wires is a more significant transition than going from wired control to wireless control. The wireless system has the distinct advantage of eliminating installation complexity, wire weight, and the trouble shooting associated with a wired system. Also, this eliminates  the problems associated with aging wiring. 
Wireless Power -- There are issues associated with supplying power to wireless systems. Since all systems must have power to operate, wires must be provided to bring power to the unit, or batteries must be used. There are certain applications where power is not available and batteries are not an acceptable option. Battery use may be impractical due to maintenance considerations or poor performance at very low temperatures. In these cases, another solution is required. There is a ball screw monitoring development program in process that addresses this problem. On-condition health monitoring of ball screws is made possible with a wireless system. Ball screws are used for critical applications such as flight control surface movement and must operate in environmentally hostile locations. Continual flexing of the wires could eventually lead to breakage; therefore, even supplying wires for power is not practical. Also, the use of batteries is not practical since they would be expected to operate at temperatures approaching -60 degrees C. A wireless demonstration system is being developed that uses technology similar to Radio Frequency Identification (RFID) to electro-magnetically couple power to the ball-nut mounted transmitter without any physical connection. This technology, once fully developed, solves the problem of wireless power transfer. 
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