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Wireless networks provide satisfactory performance for most applications in the consumer marketplace. Beyond the popular IEEE 802.11 family of access point protocols, many other standards and products are in development. Popular wired data networks have been in development of analogous wireless counterparts such as wireless USB, and wireless 1394b. Adoption of wireless technology has skyrocketed, bringing costs down considerably, and increasing the focus of R&D dollars invested in this area. This has positioned wireless networking technology as a disruptive technology for aerospace applications, such as fly by wireless. 
However, commercial wireless networking technology is considered as best-effort and unreliable, which cannot be directly applied in aerospace applications where data transmission reliability and availability must be assured. Honeywell has invested significant R&D funding in this disruptive technology for aerospace applications. An extensive system requirement study was conducted by a cross-functional team for applications such as wireless autonomous and robotics system control, onboard wireless sensor networks, and fly by wireless. Each application, although fundamentally different, does require many things in common. They include minimal interference with on-board mission-critical avionics, not susceptible to jamming, high reliability of wireless transmission, high availability, deterministic communication, dynamic adaptation to random changing traffic profile and RF transmission environment, long-life battery power, and security. 
In order to architect a wireless system that meets these requirements, we propose a layered architectural framework (Figure 1) that can be tailored to meet specific requirements. As shown in Figure 1, a wireless network for aerospace applications has a cross-layer architecture requiring coordination between software and hardware. 
Among all algorithms shown in Figure 1, a cross-layer network monitoring algorithm called automatic link monitoring and establishment provides the current health status of a network to wireless end systems (e.g., link bit error rate, fading, received power strength, network congestion, traffic loads, etc). All other algorithms need this information to adaptively improve the reliability of wireless data bus. A suite of TDMA (time division multiple access) based deterministic communication algorithms provide ordinal and cardinal determinism for wireless data transmissions, which dramatically reduces packet losses due to collisions. An adaptive power control algorithm, based on the adaptive control theory, can dynamically identify how the transmission power changes affect the link quality, and dynamically decides how to control the transmission power changes. An adaptive error control coding algorithm can dynamically choose a coding scheme and coding rate that meets the given reliability and delay requirement with minimal overhead in a given network and channel situation. Wireless medium is vulnerable to faults caused by multi-path fading, interference, network congestion, etc. The link quality can be significantly degraded by these faults. If the primary single hop path is detected to have poor link quality, a multi-hop routing algorithm can be used to identify an alternate multi-hop path(s) to achieve better reliability. Moreover, multiple redundant packet transmissions over several independent end-to-end routes can be used to improve and guarantee reliability requirement in spite of low reliability of an individual path. Self-checking pair is applied to multiple concurrent RF channels to provide concurrent error detection for both permanent and temporary faults.
Honeywell is in the process of developing and integrating these algorithms. We have implemented an IEEE 802.15.4 based deterministic wireless system, and have demonstrated it in a close-loop autonomous robotics control application. In addition, we have also implemented and demonstrated a FHSS (frequency hopping spread spectrum) based anti-jamming algorithm.
The rest of this article will be organized in the following way. We will first describe our methodology of defining system requirements for multiple aerospace applications. We will then present the proposed networking architecture, and how to tailor this architecture for the requirements of each specific application. This is followed by detailed illustration of our key algorithms. Finally, concluding remarks is given, and future work is recommended.    
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Figure 1: A generic wireless network architecture for aerospace applications.
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